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Israel: The Impact of the Anti-Money Laundering
Legislation on the Banking System

Ruth Plato-Shinar

INTRODUCTION

In 2002 the Prohibition on Money Laundering Law,
5760—2000 entered fully into force in Israel. The
object of the Law, as is evident from its name, was
to combat the serious and widespread phenomenon,
both in Israel as well as throughout the world, of
money laundering originating in criminal activity.

The Prohibition on Money Laundering Law deals
with money laundering from a number of aspects.
First, money laundering is criminalised, and deter-
mined to be an independent offence. The actual act
of money laundering, regardless of the original
offences from which the laundered money derived,
constitutes an independent offence.” Secondly, the
Law imposes extensive obligations on financial insti-
tutions, recruiting them, against their will, to the war
on money laundering. Financial institutions are
required, inter alia, to identify their customers and
to know and become familiar with their customers’
activities and the nature of their businesses, a duty
known throughout the world as ‘know your custo-
mer’. Financial institutions are also required to
report to the authorities on various transactions per-
formed by their customers, in particular with respect
to those transactions where money laundering is sus-
pected.? A further chapter of the Law deals with obli-
gations to report on monies entering or leaving Israel,
in order to prevent the transfer of cash between
states.” Another chapter is devoted to money chan-
gers and providers of currency services who had pre-
viously not been subject to any regulatory control.*
One of the most significant innovations of the Law
was to establish the Israel Money Laundering Prohi-
bition Authority and set up a database on unusual
transactions and activities or those where money
laundering was suspected.’

The Money Laundering Law is broad in its scope.
Its enactment was followed by extensive secondary
legislation. The Law has important economic and
social implications, while also raising serious ethical
and philosophical questions. This paper will focus
on one aspect of the Law, namely, the impact of
the Law on one category of financial institutions —
the banks.

BACKGROUND TO THE ENACTMENT
OF THE LAW®

Over the last decade Israel has become a haven for
money launderers. A number of factors are responsi-
ble for this, including the development of organised
crime in the former Soviet Union states, with a
simultaneous strengthening of economic and
diplomatic ties between Israel and these states; the
liberalisation of foreign currency regulations and
encouragement of financial investments in Israel;
stringent rules safeguarding banking secrecy, that
were prevalent in Israel; a change in the economic
map of the Middle East as a result of the peace process
between Israel and the Arab states, and the opening of
new options for bringing money into the region, as
well as new drug trafficking routes.” The fact that
other countries took action to eliminate money laun-
dering from within their borders meant that money
launderers had to move to other countries that had
not yet implemented such measures, including
Isracl. Israel’s inactivity even caused the Financial
Action Task Force (FATF)® to issue a warning
about money laundering in Israel. The pressure
reached its height in the FATF report published in
June 2000. The report included a ‘blacklist’ of 15
non-cooperative states in which Isracl appeared
alongside such states as the Dominican Republic,
the Cook Islands, the Marshall Islands, the Philip-
pines, Russia and Lebanon.” The aforesaid report
also determined that blacklisted states would be sub-
ject to various economic and commercial sanctions.
Following this report the American Finance Depart-
ment published a warning concerning transactions
with Israeli entities, including the Israeli financial
system. A similar warning was also published in
other states."”

Actually, it had already been understood by the
beginning of the 1990s, that a law needed to be
enacted in Israel to combat money laundering. The
legislative process for the Law took seven years, a
lengthy period at anyone’s reckoning, due to the pro-
tracted discussions that took place between the Bank
of Israel, the Banks’ Union, the Ministry of Justice,
the Israel Police, various tax authorities, the General



Security Service and other entities.'' The Prohibition
on Money Laundering Law, 5760—-2000 was even-
tually enacted in August 2000, but did not enter
fully into force until 17th February, 2002. Around
this date various secondary laws were also enacted
to implement the provisions of the Law. The
‘Competent Authority to Combat Money Launder-
ing’ was established and a database was set up for
information on irregular or suspicious transactions.
Israel complied with all the FATF requirements and
was consequently removed from the blacklist.'?
The American Department of Finance warning was
cancelled,'® the banks in Israel obtained the status of
Qualified Intermediator, granting them concessions
in the performance of transactions and trading in
American securities.'*

PROHIBITION ON MONEY
LAUNDERING LAW, 5760-2000

The main provisions of the Law with respect to the
banking system will be set forth below.

Offences under the Law'®
The
prescribes three offences. Two are called ‘money

Prohibition on Money Laundering Law

laundering’ and the third is called ‘performing a
property transaction on prohibited property.’

The first offence of money laundering is prescribed
in s. 3(a) of the Law, and is defined as ‘performing a
property transaction on prohibited property with the
object of concealing or disguising its source, the iden-
tity of its owner, its location, its movements, or the
performance of a transaction with respect to such
property’. ‘Prohibited property’ is defined in the sec-
tion as property originating, directly or indirectly, in
an offence, or used to commit an offence or enabled
the commission of an offence. An ‘offence’ is one of
the offences specified in the First Schedule to the
Law, including trafficking in dangerous drugs, illegal
trading in arms, gambling, bribery, murder, damage
to property, vehicle theft, forgery of banknotes and
coins, breach of copyright, terrorism, money laun-
dering in connection with these offences, etc (but
not tax offences). The legislature was not content to
restrict itself to drug offences, and rightly so. By
expanding the spectrum of offences it would be
possible to counter additional serious crimes, such as
terrorism. This is also in conformity with the
international legislation'® and laws in other states.'”
The terms ‘property transaction’ and ‘property’ are
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also defined broadly'® to prevent any legal routes of
escape. The use of this offence is directed against the
money launderers themselves, and requires proof of
the mens rea of the object of the transaction.

The second offence of money laundering is deter-
mined in s. 3(b) of the Law and deals with avoidance
of reporting. The offence is ‘performing a property
transaction or delivering false information with the
object of preventing any reporting by providers of
financial services . . . to cause incorrect reporting.
The clement ‘delivery of false information’ also
includes failure to deliver updated information
about any item required to be reported on. An exam-
ple of such an offence is where a person opens an
account and fails to deliver true identifying particu-
lars, or deposits money in an account (a property
transaction) and fails to provide a true report, all in
order to avoid reporting with respect to such transac-
tion. The section refers to all property and not just
prohibited property, to make things easier for the
police and exempt them from having to prove any
connection between the property and the offence.

Both these offences of money laundering have
identical penalties of 12 years’ imprisonment or a
fine of NIS3m (New Isracli Shekels)."” The penalties
were made severe on account of the negative conse-
quences in the commission of such an offence and
the severe breach of public order.”

The third offence established in the Law is pre-
scribed in s. 4 of the Law and is called ‘performing
a transaction with prohibited property’. The offence
is performing a transaction with property knowing
that it is prohibited property, where the property is
of the category of property specified in the Second
Schedule to the Law and at the value determined
therein (such as objets d’art, real estate, antiquities,
carpets, securities, precious stones and metals, means
of transportation and additional items valued at in
excess of NIS120,000 or monies, bankers’ drafts, tra-
vellers’ cheques, financial deposits, investments in
financial assets and other financial means valued at
in excess of NIS400,000)."

Section 4 will apply in two kinds of circumstances.
One is against the money launderers themselves, in
circumstances where it is impossible to prove the
mens rea required for the offence under s. 3(a). The
second is against any person aiding a money laun-
derer with the knowledge that he is performing a
transaction with prohibited property, such as a
bank, an attorney or a trader selling property to the
money launderer in consideration for obtaining
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‘black market” money. The penalty for such an
offence is seven years’ imprisonment or a fine of
NIS1.5m,* a less severe penalty than that prescribed
for the offences under s. 3.

The offence under s. 4, as opposed to the offences
specified in s. 3, does not require an intent to conceal
or disguise.23 Instead, the section is satisfied with the
knowledge that the property is prohibited prop-
erty.24 Under the Israeli Penal Law, 5737-1977,
knowledge includes wilful blindness.”> However,
s. 4 of the Prohibition on Money Laundering Law
specifically provided that actual knowledge that the
property was prohibited was required and not just
wilful blindness for this purpose. This provision is
astonishing since it restricts the criminal dimension
to the money launderer himself and the person with
actual knowledge who helped him, whereas a
person aiding a money launderer, who was wilfully
blind, is exempt from criminal liability under the
section. There had to have been a reason for the
legislature to determine in the Penal Law that
knowledge included wilful blindness and in the
author’s view there is no reason to determine a differ-
ent rule for offences under the Prohibition on Money
Laundering Law. Moreover, such a determination
does not conform with the rationale of other sections
of the Law and with the enactment of the secondary
legislation promulgated after the Law.** It would
therefore seem to be desirable to eliminate the deter-
mination according to which only actual knowledge
is required.”’

Section 6 of the Law prescribes three limitations
without which a person will not be criminally
liable under s. 4. The first limitation applies to a
person who reported to the police in the manner
prescribed in the Regulations prior to performing
the property transaction, of his intention to perform
the transaction with regard thereto and who has acted
in accordance with police instructions. In accordance
with this provision the Prohibition on Money
Laundering (Reporting to the Police) Regulations,
5761-2000 were promulgated. The second limitation
applies to a person reporting to the police as aforesaid
after having performed the transaction as promptly as
possible in the circumstances after the transaction has
been performed. The third limitation applies to pro-
viders of financial services who are required to report
by virtue of s. 7 of the Law, if they did indeed report
under the provisions of the Law applying to them.
To prevent people being fearful of reporting, s. 25
of the Law provides that notwithstanding the

provisions of any law, the identity of any person
who acts as provided in s. 6 shall not be disclosed.”®
It should be noted that the exemption is only valid
with respect to criminal responsibility under s. 4
and not with respect to the offences in s. 3.

Section 5 of the Law provides, with respect to each
of the three offences, that it will be sufficient if the
person performing the transaction knew that the
property was prohibited property, even if he did
not know to which specific offence the property
was connected. This provision is understandable
with respect to the offence in s. 3(a) (performing a
property transaction on prohibited property with
the object of disguising information with respect
thereto) and the offence in s. 4 (performing a prop-
erty transaction with specific prohibited property
knowing that it is prohibited property). However,
it is not exactly clear how it combines with the
offence in s. 3(b) (and preventing reporting) which
does not relate specifically to prohibited property.

It is clear that each of the three offences is directed
against professional money launderers or persons
acting in collaboration with such persons. However,
are banks or their employees also liable for com-
mission of these offences? The offences in s. 3 are
only pertinent in the case of banks where they inten-
tionally aid money laundering, which is unlikely in
the Isracli banking system. With respect to the
offence in s. 4, criminal liability will be restricted
solely to those rare cases, if any, where the bank per-
forms a transaction with actual knowledge of the
criminal source of the customer’s money,” although
if the bank fulfils its duty of reporting imposed on it
in the Law, it will not bear any criminal liability in
view of the third limitation in s. 6 of the Law.

Chapter 3 of the Law — Obligations
imposed on providers of financial
services

Chapter 3 of the Law deals with the obligations
imposed on banks and other providers of financial
services. This chapter creates a statutory framework
and recruits these providers of financial services into
the war on money laundering. The chapter was the
result of recognition that neither the state nor the
financial institutions would be able to succeed alone
in combating money laundering, but that they
would have to act in cooperation. This recognition
was visible legally both in the international initiatives
against money laundering® and in the legislation in
the various states.”’ Chapter 3 has a double objective.



First, to prevent the banks from being utilised as a
tool in the hands of the money launderers. Secondly,
to attach the banks to the law enforcement system by
reporting and delivery of information. Section 7
authorises the Governor of the Bank of Israel to
impose obligations on the banks. There are three
categories of obligations:

First, the obligation of identification. Certain ser-
vices may not be rendered without obtaining the
identifying particulars of the person receiving the ser-
vice. The section authorises the Governor of the Bank
of Isracl to determine by order who shall be deemed a
recipient of a service; this determination may include
a beneficiary of a transaction and a trustee. Benefi-
clary was defined in the past as a beneficiary under
the Trust Law, 5739—1979, but this definition was
amended and is currently: ‘a person for whom or to
whose benefit the property is held or a property
transaction is performed, or who is able to direct a
property transaction, either directly or indirectly’.
The object of the amendment was to expand the
scope of those persons subject to the obligation of
identification and prevent any circumvention of the
Law.

The second obligation is the obligation of report-
ing. Banks are obliged to report on certain transac-
tions to a special database set up by virtue of the
Law. A substantive determination which will be
returned to in more detail below appears in s. 7(c)
of the Law according to which ‘categories of report-
ing whose disclosure or inspection is prohibited’ may
be determined by order. A person disclosing any
matter or allowing the inspection of a report contrary
to an order shall be liable to one year’s imprisonment.
This is a broad provision prohibiting the disclosure of
both the content and the existence or non-existence
of a report.*

The third obligation is the obligation to keep and
maintain records for a certain period of time.

A fourth and additional obligation is provided for
in s. 8 of the Law itself. Each bank is required to
appoint a person responsible for fulfilment of the
obligations imposed on the bank under s. 7. The
responsible person shall act to fulfil these obligations,
direct and supervise the employees with respect to
fulfilment thereof.

What happens should a bank fail to fulfil the obli-
gations imposed on it under the Law? Contrary to the

situation in other states,’ non-compliance with these
obligations is not in itself a criminal offence. The sole

sanction against a bank in such circumstances is a
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financial sanction by virtue of s. 14 of the Law.”

Only where a bank intentionally prevents reporting
knowing that money laundering is involved will it
be liable under s. 3(b) or s. 4 of the Law, and
obviously will not enjoy the benefit of the exemption
determined in s. 6 of the Law.

‘What should the Supervisor of Banks do to ensure
that the banks fulfil their obligations under Chapter 3
of the Law? The Prohibition on Money Laundering
Law, as originally enacted, failed to answer this ques-
tion. In April 2002 the Law was amended and a
special chapter was added, as Chapter 4 (2), dealing
with powers of supervision.

Section 11n of the amended Law provides that to
supervise the implementation of the provisions of
the Law by the banks the Supervisor of Banks must
appoint inspectors.35 These inspectors were granted
extremely broad power. Under s. 11n(b) they may
demand from any interested party to hand over to
them information and documents, including compu-
ter material. They may enter any place in which the
bank is operating and conduct an onsite inspection.
The inspectors are also authorised to seize any docu-
ment, if they have reasonable grounds to believe that
the document is necessary to prevent the breach of
any reporting obligations.”® The above is in addition
to their powers under the provisions of any other
law. It should be noted that under s. 5 of the Banking
Ordinance, similar powers have already been granted
to the Supervisor of Banks and persons acting under
his authority. Section 11n is particularly necessary for
inspectors of other financial entities subject to
Chapter 3 of the Law, where no other law exists
granting them the powers necessary for appropriate
supervision.

Section 31c of the Law provides that the Supervi-
sor of Banks shall transfer periodic reports to the head
of the competent authority on his activities with
respect to implementation of the provisions of the
Law, in accordance with the Rules to be determined.

The legislature, which recruited the banks against
their will to the war against money laundering,
took pains to ensure that the banks were given appro-
priate protection. Section 24 of the Law provided
that failure to perform any property transaction,
including one with prohibited property, disclosure
or non-disclosure, reporting or any other act or
omission under the provisions of the Law, made in
good faith, shall not constitute a breach of the
obligation of confidentiality and trust or any other
obligation under the provisions of any law or
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agreement, and any person who acts or fails to act as
stated shall not bear criminal, civil or disciplinary
liability for the act or omission. Moreover, even
where a person is exempt from civil liability as afore-
said, the court may order him, if it deems just to do so
in the specific circumstances, and in the manner it sees
fit, to return what he received from the other party or
to pay the value thereof, or to perform the counter-
obligation, in whole or in part, if the other party
has performed his obligation.

Section 24 grants the banks, where acting in good
faith under the provisions of the Law, a total exemp-
tion from liability. The rationale for the section is
clear: the banks cannot be recruited to the war against
money laundering against their will and ordered to
perform complicated tasks,”” while at the same time
being made absolutely liable for the consequences
of their acts, for good or for bad. However, the con-
sequence of the section is that if a customer incurs
damage due to the bank’s conduct, the customer
will bear the damage and not the bank.

A further possible solution is to provide that the
bank will bear liability although the state treasury
will indemnify the bank, should it be obliged to
pay damages to the customer.” In such a case neither
the customer nor the bank will bear liability for the
damage, but the state, whose interest is first and fore-
most to combat money laundering.” The indemnifi-
cation method requires the determination of clear
criteria for receiving indemnification. It seems, for
example, that a customer’s demand to the bank for
compensation is insufficient, as such a demand may
encourage customers to submit false demands, know-
ing that the Treasury will eventually bear liability for
the damage, and even open up the way to collusion
between banks and their customers. Alternatively, it
may be determined that payment of indemnification
will be performed after obtaining a judgment
determining the liability of the bank for the custo-
mer’s damage. Moreover, the indemnification
method has to ensure that the banks will not be pre-
judiced in consequence of complying with the provi-
sions of the Law. Therefore, it should be determined
that the amount of indemnification is to include not
only the amount of damages which the bank is
obliged to pay the customer, but also the expenses
of the bank for conducting the case against the custo-
mer, and any damage or loss incurred by it as a result
of compliance with the provisions of the law.
Furthermore, assurance needs to be made that the
state will not delay payment of the indemnification,

thereby causing harm to the bank during the interim
period.

Enforcement and sanctions

Enforcement of the Law is implemented on two
levels: the criminal and the civil. On the criminal
level, penalties of imprisonment and fines were deter-
mined for the offences provided in the Law.* On the
civil level, a financial sanction was determined.*!
Where a person is in breach of the provisions of s. 7
of the Law (the section imposing obligations on
financial institutions), a special committee™ may
impose on him a financial sanction. Where the
person in question is employed by the financial insti-
tution, the sanction may be imposed on the institu-
tion. Furthermore, a financial sanction may also be
imposed on a financial institution that has failed to
appoint a person responsible for compliance with
the obligations stated in s. 8(a) of the Law. The
amount of the sanction is up to NIS1.5m.* In accor-
dance with the above provision the Prohibition on
Money Laundering (Financial Sanction) Regulations,
5762—2002,44 were cnacted determining, inter alia,
the working arrangements of the committee, criteria
for imposing a financial sanction, the rates of the
sanction for various breaches and rules with respect
to appeals against a decision of the committee to
impose a sanction.

An additional sanction determined by the Law is
forfeiture. Section 21 of the Law provides for crim-
inal forfeiture: a court convicting a person for an
offence under s. 3 or s. 4 of the Law is obliged, in
addition to the penalty imposed, to order the forfei-
ture of any property whatsoever of the offender,
amounting to the value of the property relating to
the offence. Experience throughout the world has
proved that a sanction nullifying the proceeds of
money laundering is more effective than a lengthy
term of imprisonment, after which the offender is
free to make use of the proceeds of the money laun-
dering remaining in his possession.*> The court may
only in exceptional circumstances, on special grounds
to be recorded, not order the forfeiture.*® Addition-
ally, s. 22 of the Law provides for civil forfeiture.
The District Court, on the application of the District
Attorney, may order the forfeiture of property in
civil proceedings, where it is satisfied that the prop-
erty was obtained, directly or indirectly, by an
offence unders. 3 or s. 4 of the Law, and on condition
that the suspect is not present permanently in Israel or
cannot be found and thus an indictment cannot be



submitted against him or that the aforesaid property
was discovered after the conviction.

The Competent Authority and the
Database

One of the most important innovations of the Law
was the establishment of a database to receive reports
on irregular or suspicious transactions and activities
from banks and other entities under an obligation
to report. Chapter 8 of the Law regulates this
matter. The Justice Ministry established a database
for reports received under the Law (hereinafter: the
Database)*” as well as a competent authority with
respect to the Database (hereinafter: the Competent
Authority).®The functions of the Competent
Authority are to manage the Database, process the
information in the Database, ensure that such infor-
mation is secure, decide on the transfer of such infor-
mation to the entity competent to receive the
information under this Law, and to receive and trans-
fer such information to the aforesaid entity, all for the
implementation of the provisions of the Law. The
authority combines the information with other
sources and attempts to consolidate an intelligence
picture with respect to suspected money laundering
or the funding of terrorism. The authority is an
intelligence entity, not an investigative entity.*’

A more sensitive issue is to whom the Competent
Authority is authorised to transmit the information
received, including also financial information
handed over to it by the banks, and which is supposed
to be protected, prima facie, within the scope of the
rules on banking secrecy.

Under the Protection of Privacy Law, 5741-1981,
the transmission of information between official enti-
ties is permitted under certain conditions. To allow
for maximum protection of the information in the
Database, s. 30(a) of the Prohibition on Money
Laundering Law provides that notwithstanding the
Protection of Privacy Law, the Competent Authority
shall not transmit information from the Database
except in accordance with the provisions of the
Prohibition on Money Laundering Law.

Section 30 of the Prohibition on Money Launder-
ing Law determines several entities with authority to
receive information from the Competent Authority.
According to s. 30(b), the Competent Authority may
transmit information to the Israel Police, upon a
reasoned application, for the purpose of combating
money laundering.”” Under subsection (c), the
Authority may transmit information to the General
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Security Service, upon its application, for the purpose
of combating terrorist organisations and protecting
national security. Under s. 30(f) the Authority may
transmit information to a similar authority in another
state, provided that the information relates to prop-
erty originating in an offence as stated in s. 2 of the
Law. We therefore regard the legislature as prima
facie protecting the confidentiality of the information
and the privacy of those persons about whom reports
have been made in the Database. The information
may be transmitted to only three entities and for
well-defined objectives.” The Explanatory Note to
the Bill stated: “The object of the proposed clause is
to provide for maximum protection of the informa-
tion within the Database and of the privacy of those
persons about whom the information relates, since
naturally much of the information reaching the Data-
base relates to legitimate economic activity.”>>

Furthermore, s. 31 A was added in the amendment
to the Law, headed ‘Confidentiality’ and provides
that a person obtaining information under Chapter
3% or 4 (2)>* of the Law within the scope of his
employment, shall keep such information confiden-
tial and shall not make any use thereof, except
under the provisions of this Law or under a court
order. A person acting in contravention of the provi-
sions of this section shall be liable to imprisonment or
a fine. This will also be the law in the case of a person
negligently causing the disclosure of such informa-
tion to another person contrary to the provisions of
this section. The legislature chose not to limit itself
to the clauses on confidentiality found in the existing
law™ but created a new confidentiality clause which
also incorporated an offence of criminal intent, as
well as an offence of negligence.”® The wording of
the section obliges the banks to keep confidential
both information on the customer (subject to obliga-
tions to disclose to the authorities under law) as well
as information against the customer, such as on the
existence of a report or investigation about such
customer. Since the second part is regulated by
s. 7(c) of the Law mentioned above, it seems that
the main part of the confidentiality clause is to protect
the confidentiality of the customer.

However, the legislature was not always consistent
in following this line of protection of information.
Under s. 30(g), the police and the General Security
Service are obliged to use the information received
only for three purposes: to combat money launder-
ing, to combat terrorist organisations and the defence
of state security. However, the clause continues by
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determining in the same breath that they may, within
the scope of their functions, make use of any such
information received from the Competent Author-
ity, in order to investigate and prevent further
offences, to detect offenders and bring them to trial,
‘all in accordance with rules to be prescribed’.”’
The original version of the Law expressly prohibited
making use of the information for the purpose of
investigating tax offences, although this prohibition
was deleted in the amendment to the Law.>® This
clause is regarded as breaking through the narrow
range of objects for which the Authority was
authorised to transmit information. Possibly in the
future use will also be made of this information for
investigations into tax offences and other crimes.
Furthermore, s. 30(h) provides that: ‘Notwith-
standing the provisions of any law, information
received under this section shall not be transmitted
to another authority except for the implementation
of this Law or for the objectives specified in subsec-
tion (g).” Subsection (h) is drafted in a negative
manner, as if restricting the transfer of information.
It was also drafted after considering the possibility
of transfer of information between authorities
under the Protection of Privacy Law. However, in
effect it operated in completely the opposite
manner. It expanded the ambit of entities entitled
to receive information from the Database. The
section also enabled information to be obtained
indirectly from the Competent Authority from
those entities having themselves obtained the infor-
mation from the Competent Authority. Section
30(h) purportedly restricts the transmission of infor-
mation to the purposes specified in s. 30(g), but, as
mentioned above, s. 30(g) itself is not the limit as
far as the possible objects for transmission of informa-
tion are concerned. It is considered that in fact the
range of entities entitled to receive information
from the Competent Authority has also been pierced.
Under s. 30(e) the Competent Authority may, at
its initiative, transmit information for the purpose
of preventing offences under the Prohibition on
Money Laundering Law, the defence of state security
or to combat terrorist organisations, to ‘any person
competent to receive information under this Law’.
According to the Explanatory Note to the Bill, the
intention is to those cases in which the Competent
Authority suspects, while processing the information
in the Database, the commission of an offence of
money laundering, terrorist activity or activity
against state security.” However, as stated above, in

light of subsections (g) and (h), there is no clear
demarcation of those entities entitled to receive
information under the Law. The author therefore
considers that banking information transmitted to
the Database is also likely to be utilised by other
authorities for various purposes.

A further issue relates to the flow of information in
the opposite direction, viz., where the Competent
Authority wishes to obtain information for the pur-
pose of performing its functions. The legislature pro-
vided the Competent Authority with several tools to
obtain information from others (apart from the
reporting obligations under the Law). Under s. 31(a)
of the Law the Competent Authority may demand
information from the tax authorities.”” Under
subsection 31(c), the Competent Authority may
demand from the banks and other entities having
obligations imposed on them to report to the
Database, any information required to complete a
report received in the Database or in connection
therewith and relating to the person about whom
the report was received. These are the direct sources
for obtaining information. However, the authority
may also extract information indirectly by virtue of
s. 30 of the Law, a clause which according to its head-
ing deals with the transmission of information from
the Database and not vice versa. Under subsections
30(b)(2) and (3), where the police and the General
Security Service request from the Competent
Authority to obtain information from the Database
they may include in the application and reasons
any information held in their possession, including
information from the crime register ‘and the Compe-
tent Authority may inspect such information’. This
terminology shows that the Authority is unable to
store the information specified in the General Secur-
ity Service and police applications in the Database,
but may only inspect such information on an ad hoc
basis for a specific matter. The question is whether
the Authority will use this information beyond this
purpose or store it in the Database and who will
supervise the Authority in this regard, since no
person may inspect the Database and examine
whether reporting has been transmitted to the
Authority about such person.®!

In this context the Prohibition on Money Launder-
ing (Rules on Management of the Database and
Safeguarding the Information in the Database)
Regulations, 5762—2002 were enacted, prescribing
extremely detailed rules with respect to management
of the Database and safeguarding the information



therein, specifically information obtained from the
police or the General Security Service. The legislature
chose not to limit itself to those provisions appearing
in the Protection of Privacy Law with respect to
securing the information in the Database,”” but
determined more stringent and detailed rules by
Regulations.

The Database under the Prohibition on Money
Laundering Law is not open for public inspection.
This is clear from s. 9(a) of the Freedom of Informa-
tion Law, 5758—-1998 prohibiting a public authority
from transmitting information which should not be
disclosed under the provisions of any law.” In
addition, s. 20 of the Freedom of Information Law
provides that the provisions of that Law shall not
derogate from the validity of any legislation prohibit-
ing or regulating in any other manner the disclosure
or transmission of information in the possession of a
public authority. The transparency revolution pro-
viding the basis of the Freedom of Information Law

connection with the Database
64

is not evident in
under the Prohibition on Money Laundering Law.

Even if the Database is not open to inspection by
the public in its entirety, is a person entitled to inspect
information held in the Database about himself? Sec-
tion 13(a) of the Protection of Privacy Law prescribes
the general rule: every person is entitled to inspect
any information about him kept at a database. How-
ever, within the enactment of the Prohibition on
Money Laundering Law the Protection of Privacy
Law was amended and s. 13(e)(6) was added provid-
ing that a person is not entitled to inspect information
about him kept at a database established under the
Prohibition on Money Laundering Law. If the
Database had included only information on suspi-
cious transactions the denial of the right of inspection
of the Database could be understood. However, since
the Database also includes reports on innocent trans-
actions, whose only ‘sin’ is their being in large
amounts of money or unusual in relation to the
usual activity of the customer at the bank,* this is
possibly a denial of a basic right of the individual.
Furthermore, since any person may not inspect the
information kept about him at the Database by
virtue of the Prohibition on Money Laundering
Law, he is unable to verify the correctness of the
details appearing in this Database and demand the
amendment thereof, should the information be
incorrect, incomplete, unclear or not updated.(’(’
This is particularly grave in light of the fact that the
legislature exempted the bank from liability, even
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where the bank has reported erroncously and
caused damage to the customer as a result of this.®”
It is desirable for a person to be permitted to inspect
information kept about him in the Database, unless
there is a reason justifying the denial of this basic
right, such as the conduct of a police or General
Security Service investigation against a customer sus-
pected of money laundering or within a set period of
time after having performed the reporting in order to
give the authorities time to decide whether to open
such an investigation. At all events the authority
should be obliged to present information upon
submission of an indictment against the customer.®®

PROHIBITION ON MONEY
LAUNDERING ORDER, 5761-2002

As stated above, s. 7(a) of the Prohibition on Money
Laundering Law authorised the Governor of the
Bank of Isracl to impose obligations on banks. In
January 2001 the Governor of the Bank of Israel
issued the Prohibition on Money Laundering (The
Banking Corporations’” Requirement Regarding
Identification, Reporting and Record-Keeping)
Order, 5761-2002.% The Order imposes on banks
three different obligations: identification, reporting
and record-keeping.

Obligation of identification under the
Order

The initial basis for the war on money laundering via
the banking system was recognition by those persons
activity. Thus, the first
obligation imposed on the banks was ‘know your

involved in banking
customer’.

Under s. 2 of the Order, a bank will not open an
account without first recording the identifying parti-
culars in respect of cach of the account holders,
authorised signatories (including authorised represen-
tatives),”” each person requesting to open an account,
beneficiaries (as defined broadly in s. 7 of the Law)
and in respect of a corporate account, the holders of
a controlling interest.”! Even where an account
already exists and the bank is requested to add
another account holder, authorised signatory, benefi-
ciary or person with a controlling interest in an
account of a corporation, this should not be done
without recording their identifying particulars. The
Order also imposes an obligation of identification at

. . L T2
the time of performance of certain transactions.
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Section 3 of the Order determines how the bank is to
authenticate the identifying particulars and according
to which documents.”

According to s. 4 of the Order, when opening an
account, receipt of a declaration is required from
the applicant wishing to open an account. He is
required to declare whether he is acting for himself
or as a trustee for another person. If he declares that
he is acting as a trustee, the declaration shall also
include identifying particulars of the beneficiary. If
there is an unknown beneficiary, the applicant shall
declare accordingly. Where the account holder is
not opening an account, the bank shall also demand
from the account holder a similar declaration prior
to performance of the first transaction in the account.
When opening an account for a corporation a
declaration is required of the identifying particulars
of the persons with a controlling interest in the
corporation. In all these cases, the declaration
should be made in the format in the First Schedule
to the Order, including also the undertaking to
notify of any change in the particulars included
within the declaration.

Section 6 of the Order prescribes an obligation of
‘face-to-face identification’. The bank must identify
the account holder and authorised signatory face-
to-face prior to the first transaction of cach of them
in the account. For such purposes, ‘face-to-face iden-
tification” does not have to be done by the bank itself
and may be done by an Israeli attorney, or diplomatic
or consular representative abroad.”*

The Order purports to determine a comprehensive
arrangement with respect to identification of the per-
sons connected to an account. The problem is that
there are a number of holes that are likely to be
exploited by money launderers.

A noticeable shortcoming in the Order is the
absence of an obligation to receive identifying parti-
culars from guarantors. As explained above, guaran-
tors are the entities providing the money to the
account and money launderers are likely to use this
route to launder their money.

Section 2(b) of the Order requires the receipt of
identifying particulars from a beneficiary. A problem
arises with trust transactions where the trustee does
not yet know exactly who the beneficiary is. In
order not to destroy such transactions, it was deter-
mined in s. 2(b) that its provisions would not apply
in the case of a trust account in favour of a beneficiary
where, according to the declaration of the trustee, the
identity of the beneficiary was unknown at the time

of opening the account. In such circumstances, the
bank would draw the attention of the trustee, in writ-
ing, ‘to his obligation to provide the banking cor-
poration with the particulars of the beneficiary as
soon as these become known’. The intention is
obviously to the undertaking incorporated in the
aforesaid declaration signed by the applicant wishing
to open an account, according to which he under-
takes to notify of any change in the particulars sub-
mitted. It would have been desirable to have
imposed the obligations on the trustee in a more
noticeable manner than in the form appearing in
the Schedule to the Order, and by imposing sanctions
on a trustee in breach of his obligation,” to ensure
enforcement of the obligation thereby obtaining the
identifying particulars of the person actually behind
the opening of the account.

It is interesting to note that while the term ‘bene-
ficiary’ in the Order, as in the Law, received a
broad definition beyond its meaning in the Trust
Law, the definition of the term ‘trustee’ in the
Order remains limited in accordance with the Trust
Law. It would have been desirable to have also
expanded this term in order to prevent circumven-
tion of the provisions of the Order. It would have
also been desirable to demand identifying particulars
not only from the beneficiary but also from the
person creating the trust, who is also likely to hide
behind the screen of a trust and actually enjoy the
benefit of the monies in the account.”

A serious deficiency in the Order is the absence of
any identification requirement at the time of opening
a safe deposit box.”” The Order obviously makes an
assumption that banks do not provide safe deposit
boxes to the general public but only to those persons
opening an account with the bank, and was therefore
satisfied with the requirement of identification at the
time of opening the account. However, there are
likely to be unusual circumstances in this regard. In
light of the fact that a safe deposit box is a means of’
hiding black-market money, even more vigilance
should be exercised in this regard.”

Obligation of reporting under the Order
The second obligation under the Order is the obliga-
tion of reporting to the special Database set up at the
Ministry of Justice.”” This reporting is a principal
means of following up on money laundering activity.

Section 8 of the Order requires reporting on cer-
tain transactions performed by the bank where they
all involve large amounts of money. For example,



deposit of cash in an account or withdrawal of cash
of at
NIS200,000; exchange of funds in an amount of at
least NIS50,000; issue of a banker’s draft in an
amount of at least NIS200,000; purchase of travellers’
cheques in an amount of at least N1S200,000; deposit

from an account in an amount least

of cheques in foreign currency in an amount of at
least NIS1m; transfer of funds abroad or from
abroad in an amount of at least NIS1m etc.

This obligation of reporting is an objective obliga-
tion, the criteria for reporting are clear and the bank
does not have to exercise any discretion on the
question whether it is required to report a particular
incident. This reporting may be performed by the
computer system of the bank, which has been
programmed accordingly.®’

A further obligation of reporting appears in s. 9(a)
of the Order. The section obliges reporting on ‘trans-
actions that seem to the banking corporation to be
unusual in view of the information in the possession
of the banking corporation, but it need not question
or clarify the facts with the service recipient’.®!

It can be estimated that the intent of the section was
to report on suspicious transactions. However, the
section uses the term ‘unusual’. In truth, the expres-
sion ‘suspicious transaction’ has a criminal connota-
tion, while most of the reports coming from the
banks to the Database are reports of proper trans-
actions. Although the desire to avoid the use of this
expression is understandable, this avoidance creates
a lack of clarity.®

What is an unusual transaction? According to the
section, it will be determined in view of the informa-
tion found in the bank’s possession. However, the
obligation of reporting is a mixed obligation, both
subjective and objective, since on the one hand a deci-
sion is required which is the bank’s discretion as to
whether it is an irregular transaction, yet on the
other hand the irregular nature is determined accord-
ing to clear factual objective standards, which are the
irregular nature of the transaction against the bank’s
past history with the recipient of the service.

Thus, even an innocent transaction, and even
where the bank clerk is familiar with the circum-
stances and is convinced of the innocent nature of
the transaction, must be reported. If, for instance, a
particular customer sold shares he received as an
employee at a hi-tech company and the sum of
NIS100,000 was deposited by him in his account,
even if the bank clerk was notified and was familiar
with the circumstances of this incident and was
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genuinely convinced about the deposit, he 1s required
to report it as an unusual transaction. A further exam-
ple may be seen where a customer sends his son to
study abroad and requests the first time after opening
the account to send money transfers abroad, even
where they are not for large amounts of money, for
his son’s living expenses abroad. Such a transaction
also requires reporting. There are many more exam-
ples. Eventually the database on reporting unusual
transactions will include the majority of Isracli
residents performing legal transactions via the banks.

It is difficult to believe that this was the intent of
the Governor of the Bank of Isracl when he drafted
the Order. This obligation of reporting will impose
an onerous burden on the banks. While with respect
to reporting under s. 8 it is possible to adapt the
bank’s computer system to perform the reports auto-
matically, the reporting obligations under s. 9 require
individual personal follow-up on the part of the
bank’s employees and 